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September 25, 2026

RE: Flock Group Inc. - Cease-and-Desist Demand
Dear Sir:

Our Firm represents Flock Group Inc (“Flock™). We write concerning your unauthorized
access to computer systems and data associated with Flock, your retention of information obtained
through that access, and your publication of that information without Flock’s authorization.

In November 2025, you used an exposed access key to access information associated with
Flock’s systems. Although you reported the exposed key to Flock, Flock has determined that
before the vulnerability was remediated, you used the exposed key to unlawfully access Flock's
system, obtain confidential data, retain that data, and later publish it. Further, you have openly
encouraged others to download and further disseminate that data, also in violation of applicable
law.

The information you obtained and published includes proprietary and confidential
information belonging to Flock and its customers. Flock did not authorize you to acquire, retain,
use, disclose, or publish that information. An inadvertently exposed credential is not an invitation
to access private systems or data, and it does not confer any right to copy, retain, distribute, or
publicize information obtained through that access. Your prior notification to Flock about the
access key confirms your full awareness that this information was protected, confidential, and
unauthorized for your use.
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Your conduct is unlawful and is exposing you to civil liability under federal and state law.
You have caused, and are continuing to cause, harm to Flock, its customers, and its business
operations. Among other things, Flock is incurring substantial costs to investigate your activities,
respond to customer concerns, and undertake remediation efforts caused by your conduet.

Flock therefore demands that you immediately take the following actions:

1. Cease and desist from accessing, attempting to access, or interacting in any manner with
any Flock systems, accounts, environments, applications, credentials, services, vendors, or
data:

2. Remove any websites, repositories, databases, files, posts, publications, or other materials
under your control that make available or disclose information obtained from Flock’s
systems;

3. Immediately cease any further distribution, disclosure, publication, transfer, sale, sharing,
or use of information obtained from Flock’s systems;

4. Preserve all documents, communications, logs, records, storage media, accounts, devices,
and evidence relating to your access to Flock systems and your acquisition, retention, use,
and publication of Flock information;

5. Identify all persons and entities to whom you have disclosed, transmitted, provided, sold,
shared, or made available any information obtained from Flock’s systems, and identify all
locations where that information is stored, maintained, transmitted, or otherwise
accessible; and

6. Provide written confirmation by no later than 5:00 p.m. Eastern Time on September 28,
2026 that you have complied with these demands.

If you fail to comply with the demands set forth above, Flock is prepared to pursue all
available legal remedies without further notice, including claims for injunctive relief,
compensatory and punitive damages, statutory damages where available, recovery of attorneys’
fees and costs, and any other relief authorized by law.

Flock also reserves the right to provide information concerning your activities to law
enforcement authorities and regulators, and to cooperate fully with any resulting inquiry or
investigation.

Flock’s preference is to resolve this matter without litigation. That outcome, however,
depends on your immediate and complete compliance with the demands in this letter. Flock will
take the actions necessary to protect its rights, its customers, and its proprietary information.
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We expect your prompt compliance.

Sincerely,

\Gipger Barry Boyd
GB:
None

cc: Client
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